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The HR Department is responsible for collecting,
storing, and managing the personal information of
employees throughout their employment.
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Data Processing Data Storage

Requires aligning employee data Requires recording of retention
processing to the received periods for different categories
consent. It also requires of HR data, followed by updating
informing employees about their Record of Processing Activities
rights like Right to Data Erasure, (RoPA) to maintain processing
Right to Data Withdrawal, Right logs as required by the law.

to Data Correction, and Right to

Access to Data.
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the privacy notice shared
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. Review and update contracts with service . Align HR breach response procedures
providers for functions like payroll, and employee communications with

insurance, background verification, the organisation’s overall personal data
recruitment, and benefits to ensure breach and incident response
DPDP-compliant data processing framework.
obligations.
Configure and set up HR Information . Distinguish consent-based processing
Systems (HRIS) to record consent from legitimate employment-related
status. processing.

.\ Maintain accessible grievance redressal . Conduct periodic training for HR
channels for employees/candidates to personnel on DPDP obligations,
raise data-related queries or complaints, grievance handling, data security
with defined escalation paths to legal or practices, and employee data rights.

compliance department.
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Follow us on social media channels for Data Privacy Day 2026 awareness content!
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